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An item perceived as having value to an
organization

Asset

Asset classification

)0
Authorization "H

Authentication

Availability

AI.I.OWED

Asymmetric encryption 808

Anonymization 0

iy
Autonomous Response °|r

The process of tracking assets and the risks
that affect them

The process of verifying who someone is

The concept of granting access to specific
resources in a system

The idea that data is accessible to those who
are authorized to access it

The use of a public and private key pair for
encryption and decryption of data

A technique to hide the original identity of
users or sensitive data to ensure privacy and
protect information

An automatic response to cyberattacks that
relies on Al and automation technologies to
mitigate threats in real time without human
intervention
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The use of artificial intelligence to analyze
security data, identify threats, and make
autonomous decisions to enhance system
security

A software program used to prevent, detect, il ) o pldabll g (S cadal addiug gald
and eliminate malware and viruses il g gail) g A50AY)
A technique that manipulates artificial
intelligence (Al) and machine learning (ML)
technology to conduct attacks more
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Al-powered Cybersecurity LBy el Cppentl AlAl i i 8 LA 9 ccalauagsl)
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Antivirus software k@
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Adversarial artificial intelligence @Cl o

&/

efficiently
W A technique where attackers impersonate Naadl Fatd | Yian doni s - e e e
Angler phishin < customer service representatives on social P e " Goaalgeel L oy &
glerp E = : P LY Jual 1 Jilug e
media )
ee) A type of legitimate software that is

: PN ol Ul asdied ) eyl cilbiaasal) (e g 55
sometimes used to display digita i) uﬁ I ) ciiSey)

Adware & |
: advertisements in applications

\ |

Algorithm @
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A set of rules used to solve a problem

Security controls that manage access,

Access controls @ g

=

authorization, and accountability of
information
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Analysis |](|]9 The investigation and validation of alerts Cilgadil) (pa (B8ail) 9 (g8l
1R
A type of attack where data packets are
Active packet sniffing * o manipulated in transit Jai U Uil aag e Bl Al dua agagl) (4 £ 68

An instance when a threat actor maintains
Address Resolution Protocol (ARP) | ~ unauthorized access to a system for an
S extended period of time

MAC &) gie Baail addiey (Sl JoS5ig 0
Seall Jo AU Glgad) i Ay gall
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Anomaly-based analysis .@9, A detection method that identifies abnormal

doaydal) e LS o) daa CaES 48,y )l

L behavior
Application ! A program that performs a specific task Badaa daga (52751 el
Application programming interface * A small block of encrypted code that 5 g siad AN B Adal) §gall (b 4TS
(API) token contains information about a user addiuall (e Cila glza

A type of cyberattack where an
unauthorized user gains continuous, long-
term access to a network to steal sensitive
data or spy on the system. These attacks are
often attributed to state-sponsored entities
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Advanced Persistent Threat (APT)
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, All the potential vulnerabilities that a threat gl Jelill ey Al dlaiaal) ddaal) LA aves
Attack surface !| P gl OSay (Al &

m actor could exploit LD ladia)
R/ L ; )

Attack tree ﬁf@'b A diagram that maps threats to assets Joa¥ly luagill Jay (Al ana
G A\ The pathways attackers use to penetrate cleliall () A4 ¢ gaalgall Lpatiian (Al <l Ll

Attack vectors . - . e
security defenses aaiay)

Aetack Chain : series of I|r.1tt|agrated .attz;\cks deminedh.to ALkl gt Ciagy e JalSE5 () Cibangl (e 4

ttac aining ypass multiple security layers and achieve Al G ) gea gl g el Alasl

a final malicious objective
s ¥ A security model that automatically adapts
Adaptive Security d>¢- to continuously changing and evolving
i threats to ensure system protection
A list that defines who is allowed to access a

Ciluagil) aa ALY CaSl addiey el zigal ga
Adall) el Clasal yaiewa JSy B ghailall g 3 psiall

’9\, o o 5 AURIH 3 ) sa ) O pa sl A g (pa 2aaS daild A
Access Control List (ACL) 19\3-“ systetmdreso:rce an dt € Ptermlssm:l;f O Sy (Al il g3 (5 giaa Lyl 2aai g (ASull
| granted, such as read, write, or modify (Gl LSS gf 55 1 Jha) (I S Lgratiion

access

A set of methods and techniques used by

@) rtackers t lthe t R Lgadiieny (Al Ldfil) g b (e 4 gana (A

. . attackers to conceal the traces of their . . meo e . e xeny . i
Anti-forensics activities and evade detection by digital 8 (o L) iy claag) JU) USY Gsarigedl
— @ Alad) 8anl) 544

forensic teams
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A team responsible for defending an DG e .. . ) o
P g MW}J\H&J&#&&Q&\CPJJM&J

a A . . ) e . . ) 7. N )
- N orgamz.a'lclonbs mf;:rmatwn syls;te.ms against Al Agal pa b Bale ALiiaal g el hay2gal
- potential cyber threats, usually in contrast to a Claah S\Staay o shs o3l aad

red team that acts as an attacker

Blue Team

2 {0 The application of cryptographic techniques to
Blockchain Security “@_ protect and secure data transactions within a
= blockchain network

MJ-“ - lalaal) uylﬁjzgl.aa.‘ addal) Qgﬁﬁé:uhﬂ

. ! A social engineering tactic that tempts people 8 il (alAEY) 5 i doelaia) dads SLiSs
Baiting || ) St . Pis PEOP ¢ o e i e
== into compromising their security oAl agia] (i s

The maximum data transmission capacity over 2 Uil 3a3ae 4Sud e cilibyl) J&l 5 guall) 3 a8l

-

Bandwidth |- 5
Ll a network, measured by bits per second Al

A microchip that contains loading instructions
for the computer and is prevalent in older

Basic Input/Output System S saasll Jraatl) cilaghad o (o giad g SGla day i

(BIOS) il systems agall) Laaily) 8 5 puiiia g
Biometrics 9 KEf .' The unique physical characteristics that can be Lgaladiind) (pSay (Al By i) Ayl udl) (ailadl)
O\ used to verify a person’s identity caddi dygh (e (giaill
bits .
Bit [Zan The smallest unit of data measurement on a JispsaSl) b i) Gubghl 32n 5 s
= computer
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Brute force attack @,\ The trial and error process of discovering Tl e she LIS Ul g o o
—! private information a0 Aales

/

SR =) Programs that encourage freelance hackers <& £33Y1g dag) o i) i) &) aadd gal
: v @ to find and report vulnerabilities i) el il
A collection of computers infected by
Botnet malware that are under the control of a il g i) cilbiaa b Ailaall Gl gall (e de gara
S single threat actor, known as the “bot- Gigall (S = a9 hagd Jold 5l pudadd
herder"
2 % Inconsistencies in the collection and loggin Aldis ana gl g oY) paa A Gl axe
Broken chain of custody e~ . . . 86ing &2 . ’
of evidence in the chain of custody b jkad)
. o )N An organlzatlzn S.al.)llltl: to mat:Ft:!n th-e:: YA (e osa gl gianli) le Bial) le Aaliial) 5 38
Business continuity -{:CE} /I] eyeryday productivity by establishing ris B 51l g ) oS Balatiody Jabad pus g
ol disaster recovery plans
. o . A doc.umen-t that outlmfes the pfoceduc:‘esfto Sl et e Bliall Fa ) i) aY) A0a3 i
Business continuity plan (BCP) sus.tal.n.busme.ss optf_\ratlons during and after o il jaal g DA
\ a significant disruption
e - o (BEG) @ A typc? of ph|sh|rlg attick where a th:eat a3 JoU Al Gun dall) Sland (34 § 55
usiness Email Compromise actor impersonates a known source to g e . ‘v
P \\ﬁ—'/ P dalla 8 jaa Ao Jpaall (i g jpa jhan Auadlds

obtain financial advantage
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A method used to detect and respond to
anomalies in a user’s behavior by analyzing
their typical usage patterns

(s L Al g ol LY CaLAISY aadind 45 jh

Behavioral Analytics Babinal aliiu¥) il Julad 3k (6 adiiud) & slas

A method of software testing where the
> tester doesn’t know the internal workings of
= the system and tests the system based only
on inputs and outputs

15 Uy pUBD) (pand Lgod oy clina ) LRY a5l
ARl Jand) 4d pa (g3 hath il il g DAL
allaill

Black Box Testing |5 <

A security technique that isolates web

Ll aladl) L o prbeatl) Aadil a0 olal A
! browsing activities from the rest of the el pliadl) 2 Gall |

Browser Isolation |- - aa) AU cpa el AT de dadlEl) culaagsl)
R system to prevent web-based threats from o S ) Aﬁ‘

affecting the main environment

The study of cryptographic systems with the

. ZEF goal of breaking encryption codes and Bddiall 3 gSY) S Chagy pallal) dalat) Ay
Cryptanalysis . . . § ok mer wg e { st R e SEN . a fe
finding weaknesses in cryptographic Ay i) cilsa ) sAd) (2 &) aal) hLaS) g
algorithms
" A framework developed by Lockheed Martin . . G o . .
u SO0 : pec oY ey (e 23S o AS i (38 (e 0y bl T )
. . that describes the different stages of a . L . .
Cyber Kill Chain £V . £ (e 154 (Al mad) o gagll ARNSAL a) sall
Y cyberattack, from reconnaissance to data - o .
AN 4P CULd) 48y JI Y gua g

...... B exfiltration
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Chain of custody Hol@)[oF
8 _4
Chronicle @
B @
Cipher
o00g
Cloud-based firewalls 1mm
]
(11 &
=D
Cloud computing @%

€7
2 g

Cloud security

Cloud network

The process of documenting evidence
possession and control during an incident
lifecycle

A cloud-native tool designed to retain,
analyze, and search data

An algorithm that encrypts information

Software firewalls that are hosted by the
cloud service provider

The practice of using remote servers,
applications, and network services that are
hosted on the internet instead of on local
physical devices

A collection of servers or computers that
stores resources and data in remote data
centers that can be accessed via the internet
The process of ensuring that assets stored in
the cloud are properly configured and
access to those assets is limited to
authorized users
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Compliance l

The process of adhering to internal
standards and external regulations

A LA e ol g AIRNAY ulaall JUSaY) Lles

The techniques used by malicious actors to
maintain communications with
compromised systems

aa Jual sill o Blall ) gaalgall Lgadding ulyids
48 jidal) dalasy)

o A text-based user interface that uses HAomall) pa Joliill ariiiual) Lgaddioy duai dgal g
Command-line interface (CLI) . . .
commands to interact with the computer Hlg¥) e

A log format that uses key-value pairs to
structure data and identify fields and their

Aol g FUdal) ) 930 addied oyl Jugudt! ddpa

Common Event Format (CEF)

GUll) audatil
corresponding values )
Common Vulnerabilities 9 An openly accessible dictionary of known il jail) g <l a8l o g giay aseall Flia (i gald
and Exposures (CVE®) list A‘O vulnerabilities and exposures 4 5 2l
e | a
Com.mon Vulnerability A me?surement systeT that scores the AL Bk (o] pL
Scoring System (CVSS) /=%.4 severity of a vulnerability

An instruction telling the computer to do b G et o Lo v
Command something : " Gt s WAL Sl st ol
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A specialized group of security professionals
Computer security incident P Eroup yP
response teams (CSIRT)

Computer virus

Cyber Threat

Cyber Threat Intelligence (CTI) g e

1
Confidentiality i?;'
[ &~ ]

Confidential data ’hz
 {

Confidentiality, integrity,
availability (CIA) triad

INTgp,
8
&

iEHiaiH"“
@

Controlled zone

that are trained in incident management
and response

Malicious code written to interfere with
computer operations and cause damage to
data and software

Information about potential threats,
including tactics, techniques, and
procedures (TTPs) used by attackers, which
helps organizations proactively defend
against cyber threats

The idea that only authorized users can
access specific assets or data

Data that often has limits on the number of
people who have access to it

A model that helps inform how
organizations consider risk when setting up
systems and security policies

A subnet that protects the internal network
from the uncontrolled zone

Led Aulaia) g ) gal) 5040

Gl g 5 gaaasl) cilles & JAdill G giga Jlda 268
i ) g @libll ) pa

edsicit) Sy 8 Lay cdlaiaal) cilauagdl) Jga ila glaa
Lea ¢ anbgral) Lgasiin ) cilp) oYl g i
Claagdl) aa Aauy) sl e cilawsal) o by
400 g

Cya Ja88 Lgl) J gua o) Sy cililaal) f (Aad Al B sal)
ol 7 raall (paddial) J8

UGN e 3 gana dday BaBa oS La LIS il
L) Jgea ) agiSay ()

Aas) die jhalial) anli 8 claliial) doly 7 gal
Aia) cilabad) g dalasyy

S Alaial) e AR AQAN et de B ASE

asaill daalil)
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Cross-site scripting (XSS)

Certificate Authority (CA)

Cryptographic attack

Cryptographic key

Cryptography '

N
|

Cryptojacking (@&

CVE Numbering Authority (CNA) § rerescn |

l Numbering Authority (CNA) J

NS T _GsE—

An injection attack that inserts code into a
vulnerable website or web application

An entity that issues digital certificates,
which are used to verify the identity of a
user or device in a secure environment
An attack that affects secure forms of
communication between a sender and
intended recipient

A mechanism that decrypts ciphertext

The process of transforming information
into a form that unintended readers can’t
understand

A form of malware that installs software to
illegally mine cryptocurrencies

An organization that volunteers to analyze
and distribute information on eligible CVEs

Gug Gkl ol aBga B 298 JAL o gk JWA) 2 920

(@KL B9~ |
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G8aill addiid A1) daed ) Clalgdd) jlaals a g8y LS
Ll Ay 8 Slgad) ol aniiiceal) 4598 (e

alicuall 5 G pall (30 Aia) ¥ (3 b idgrions o 520

Al pail) i il aadiud A

oid (S Y dia ) e glral) g g diles

b gl
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The practice of ensuring confidentiality,
integrity, and availability of information by O Cilaglaall 8 gl g dadad) g Ay )l A jlaa

Cybersecurity (or security) protecting networks, devices, people, and Ca ciliball g Galddl 9 8 gty Sl dlas 3k
data from unauthorized access or criminal =AY Jaiu) g 4z aadl & Jpasl)
exploitation

| Information that is translated, processed, or L AT of Lgtallaa of Lgtaa 5 aly (Al Sila glaal)

Data @ L .

Q stored by a computer i gaast) ddani) g

F P
Dataatrest ©Z Data not currently being accessed Bl L) Jgnasll ol ¥ AN clibd)
Data in transit Data traveling from one point to another AT ) Aali e JiE Al ciliLl)
. . a9 additeen 8 e Lgd) Jpa gl aty A il
Data in use @‘L%@ Data being accessed by one or more users 2 h et N
=~ S g

© A person that determines the procedure and
Data controller i purpose for processing data Ll Aadlaa cpe Gl g ol oY) dday Gadd

The person who decides who can access, dilaglea ) J gl AiSay cra ol o3 (ol
Data owner ) . . ) . " ; .
edit, use, or destroy their information L el o) Lgealading) ) Lglotat o)
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A layered approach to vulnerability
management that reduces risk

LAl e S8y ) aal 3 IaY ciliadal) ddatia ggs

An attack that targets a network or server

A<l 4 ay 0 yain g Al gf A0 Cags
and floods it with network traffic ) 2908 B 0 Aty AR ) ARl M 0 92R

A type of denial or service attack that uses
multiple devices or servers located in
different locations to flood the target
network with unwanted traffic

5 85ga] aladin 4@ b daadd) ciaa Cladd (e £ 4
Z\SHM\J\Jﬁ‘g&&é\JAQASJMAeJ\Ji
L e e Ly

Distributed denial of service
(DDoS) attack

: The practice of identifying and fixing errors s . .
Debugging E ) P ying & A58 A8 pUad¥) olal g Last da jlaa
N in code
Detection ( The prompt discovery of security events Axial) Slaad an pead) ALY
=

Data that consists of one or more key-value
pairs

Dictionary data daill g FUL ) 950 e ST ol 9 Cpe Al cilily

/JB A file that verifies the identity of a public

Digital certificate = key holder alal) ZUdal) Jala Ay gh (3o (Bia Cila
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A A strategy used to ensure that sensitive data is Aaluad) bl )ad ase ladal ardiind da) s
, not lost, misused, or accessed by unauthorized Crpadiinia J e Lgd) S gna sl gl Lgmaladiind) Bl
Data Loss Prevention (DLP) ')y ¢ «{{ . . g . . ot % *Le-d Ry LG-A .
users by monitoring, detecting, and blocking Glaagtl) 48 o (gaok oo dldg agd 7 pman S
potential threats Lgaia g LgdLais) g dlainal)
W-°~G A digital identity system where control of the
. TR SN identity is not maintained by a central authority  «dJS s dalu J (e 408 aSalil) &y Y 4ad ) 4 98 allai
Decentralized Identity o«(&))+o . . . T o O . o
\ N,/ but is instead distributed among users and daddl) g 9349 (paddiesall (s dag g8 Ay
+ . q
BE<-& service providers
. A cybersecurltY strategy th.at deploys decoys Ci1aAY) 5 LA a8 1 pasead) (e (B )
. +F‘“‘“ + and traps to mislead and distract attackers, . . L N ey e
Deception Technology kine it harder for them to identif : Cra Jaa Laa (agilidl g Cpraalgall Joliatl 44, jall
+L[IL’] :na |rt1g| arder for them to identify rea 1a8al) CEIRY) Liad agule Caal
argets

The trail of data left behind by users as they
interact with various websites, services, and
online platforms, which can be used to track
and identify them

e P@Jsl.ﬂ e U G gaddiinal) LS o gﬂ\ il Al
il g i g STy Cilaiall g cilasdd) g cu gl) ad) g
A 98 Laat g aga il Lgaladin (Say

Digital Footprint

AN A type of attack where a hacker alters DNS I . A Fus Cilaagd .
DNS Spoofin DN, recY:Fr’ds to redirect internet traffic to malicious s oy patgeel sy o claagl) Ga g8
POOTINE =40} Bl g () i A 00 4S8 4 55 BASYDNS

— websites
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°1..r° The practice of collecting and analyzing data
Digital forensics o_J;-‘ 2 to determine what has happened after an sl day duaa La daail clibd) Jaladi g e A jlaa
tert attack
o A plan that allows an organization’s security LA Fa U ) slail) yan (e (il g Adad

Disaster recovery plan team to outline the steps needed to

LY Gl il
minimize the impact of a security incident ¢

. _—— A networking protocol that translates )l Ay CilBUail) olacd an iy A<l oS g 9
Domain Name System (DNS) ) : p ) o T = . g
ool internet domain names into IP addresses P slis
——
A program or a file used to install a rootkit rootkitgmeli s cunfil axdioy cila gl gali n
Dropper || prog & prmee SR
—— on a target computer Aagien g e
. 53‘1::}}! The process of converting data from a Lipa ) 5e) Al A8 dia (e cililnl) gy gad Agles
Encryption Joiong . s n
Lﬁ readable format to an encoded format 5 jhuia
Endpoint detection and response ;Ir | .-IQ An appl.lc-atlon thajc monitors an endpoint T Al e RS Al Ak By gl
(EDR) 0 for malicious activity

xEXa

Eradication The complete removal of the incident 5_flial) A1 gaen (e catall yualind LS A1) 3y)
elements from all affected systems
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x o @ A security solution that monitors and
Endpoint Detection and == A& ':m” collects activity data from endpoints to gl Jalii pe Aaisl) il aana g o) el Ja
Response (EDR) 5. detect and respond to potential security Alaiaal) A0iaY) o) gall dglatu g calinsy
= . .
oo incidents

The process of converting data into a code gl & Jsagh aial Jay M) clibudl Jyeal diles

Encryption 55T .
vp } 101100 to prevent unauthorized access 4
Joloioldy
| - = A method or technique t.u::ed.to take AL} (B 5528 Cya BALELLM a4 A g 4Gy o
Exploit ® advantage of a vulnerability in a system or i . e
.. (bl )
application
o-_ M i “w o 2 £ . o Lol “w oo £
o i Any observable ocFurrence ina sytstem or ) ks 8 A0 g a3 B AliaSall 4108 Aadl g ]
Event 0o(<®):= network that may indicate a security i TSN
.. ‘_,.\.A\ adla
ofln := incident i

The process of completely removing
malicious software or eliminating a security
threat from affected systems

el 2ags o slall) of Andld) ciliaa ) A1) Ailes
Jalslly 5_lial) Aadaiy) (e
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A set of actions that outline who should be sie o jUad) ciay (ya AaS S s e ic gas

Escalation policy _|—> notified V\{he.n an incident alert occurs and Giolal 138 pa Jalal) kS s Gisla (5 Al i gin
how that incident should be handled
: An observable occurrence on a network, X S R ta .
Event | A7 ) S o) Al gl alad o adliada (Say dias
ll system, or device

An error that involves code that cannot be
Exception executed even though it is syntactically

daua e ol ) o odidil (e Y 368 o (5 gy Uad

y __wt correct sl

Exploit “__” = A way of taking advantage of a vulnerability Bl (ya BALEELO A4y ya

Exposure A mistake that can be exploited by a threat 535 Jold U8 e ADlaia) Sy Uad
——""0¢

Anything outside the organization that has

. e Led g 1 i aney 38 Aaliial) 7 A £ & 6
the potential to harm organizational assets ¢ T

External threat &
&

Malware that does not need to be installed

by the user because it uses legitimate LY andiicall 38 (e copfitl) il Y Al il

programs that are already installed to infect i gxaSll 4ilay Jadlly 83 52 g0 Ae 5 yia gal g pddiud

a computer

Fileless malware
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False negative @E
%>

False positive [@

Foreign key

Function %

!@I

A state where the presence of a threat is not

detected

An alert that incorrectly detects the
presence of a threat

Selecting data that match a certain
condition

A network security device that monitors
traffic to or from a network

and restricts a person’s access to the
internet

A column in a table that is a primary key in
another table

A section of code that can be reused in a
program

B 392 g HLEIS) ade A

g 2 g Y Ladn dagl 39 g (8 LS (hlA 40

Ui Un i (il 3 el sl
Al (Mg Ga ool AS o Gy A8l el Slga
AN A paddl) Jpa g 4l g alaly adld

Al Jsa A Ly alida 098 Jgaa A 25

Tl JA2 daladin 3ale) (e 268 G o
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A system that allows users to access
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oW cladd gf clindal ) Jgma gl addiiaiall iy 2l
Federated Identity Management v multiple applications or services with a . 2 oy "’J‘, Mﬂ . Cﬂj i .

(g ) . . . cAlaie ) &-11-\1* Cm D-\A\J @JA.AA e\M\,\ dddxsia
(FIM) =) single set of credentials, typically across

) - Adlite e e LIS
different organizations

- A security process that involves monitoring
files to detect any unauthorized changes,
often used to ensure data integrity

Q\Juaﬁggidm\lﬂuld\u\ymaéh;@&

File Integrity Monitoring (FIM) Sl Aedhas (el Bl pai g e . L&

The ability of an organization to collect,
preserve, and analyze digital evidence in
preparation for legal or investigative
proceedings

MJ‘MA?‘MJ%J&Q&QMQA‘SJQ

Forensic Readiness BB gf A gilAN g jadd judaaill

A security measure that encrypts all the
data on a hard drive, ensuring that it is
protected from unauthorized access

oAl o clilll asan sl 2 ghy Al £ 32

Full Disk Encryption (FDE) 4 g aall & Jsash Oa lgilen Cladal ciliall

Fuzz Testing (Fuzzing)

A software testing technique that inputs
random or invalid data into a program to
find vulnerabilities or unexpected behavior

31 Al pdie iy JUAaly p g8 il o) JLEAY 4
s sl g el Al CaLaasy gali ) b dalla 8
2 sial)
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Grayware

Geofencing

o

Governance, Risk,
and Compliance (GRC)

ey

=00

ar— e

Guest Network

Gap Analysis

NS T _GsE—

Software that is not entirely malicious but
can be intrusive or annoying, such as
adware or spyware

A location-based security feature that
creates virtual boundaries to restrict access
to data or devices based on physical location

A framework that helps organizations
manage governance, risk, and compliance in
an integrated manner to meet business
objectives

A separate network set up to provide
internet access for visitors without
compromising the security of the main
network

A process of comparing current security
performance to desired performance in
order to identify gaps and areas for
improvement

3 Aae Ja (585 9B Lgist Jalslly A cud Siliana g
i) zal S elidey) Tl Jia (dlilatia

393 LAl a gl 8) aad) adgall o Aalad dia) 5 jaa
1o 5L g o bl ) J s gl) aill dual 38
il sl

bl g AaS gall 3 1) A Cilawsall 3o loy Jus )
4 ladl) CalaY) (galat JalSia JSy JUaY) g

S9N i AN ) Jomash b gl Lt Aladie A,
L )l Al el e il ¢y g0

o slaal) £19Y) ae Aladl AaY) )oY 4 e las
Ol ) zliad Al ci¥lasall g ) gadl) aaasl
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Hacktivist 9

Hash Collision =& c

Hash function g

Hash table [’I%E_%

e e ——

A user interface that uses icons on the
screen to manage different tasks on the
computer

S ARLIAL) algall 3 400Y Jgall addind addicie dgal g
Al

Any person or group who uses computers to  Jsasll i gsasll 3 jgal addicd de gaza gl addi 4
gain unauthorized access to data clibal) ) 4 7 paal) 8

A p.erson who uses hacking to achieve a phgen it agind] s i) iy i
political goal i -
An event where two different inputs
produce the same hash value, leading to
potential security vulnerabilities

Laa (A Jail) dagll) (udi ddlida CMAAL (g il Al
i dgal el gl ) ga7s 8

An algorithm that produces a code that can’t

bl 8 ey Y ) e i A ) ) g
be decrypted ST

A data structure that's used to store and

Lgal) 8L 5 Lutlgl) agll) (o 331 padied iy Ay
reference hash values
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A security mechanism designed to lure
attackers by simulating a vulnerable system,
allowing defenders to monitor and analyze
attacks

slSlaa JMA (a (paalgad) udﬂa.a.«ai:\:\-\-ﬂ\ 4
M&Q‘ﬂWMW‘Ma&

Honeypot | 9:0 J
Slaagd)

Host Intrusion Detection System (HIDS)

Firewall

. A system that monitors the activity on a
Host-based Intrusion _ - = Y Y

) IS specific host or device to detect unauthorized
Detection System (HIDS) — mEE P . .
access or malicious behavior

Jsma sl GLEISY saaa jlga Ao Aada¥) Gy allas
Bl cilS slud) gl 4y 7 aal) y

An algorithm that converts data into a fixed- G e " e
Hash Function ay size hash value, which cannot be reversed to ¥ sl S0 e ,"’Jl bl doat )5
i ] ha¥) Jaaa) pla iy Lguse (e

retrieve the original input

An application layer protocol that provides a wyr .. L A .
Hypertext Transfer Protocol http'l / met::d of commyunicr:)ation betweer:i clients Cn ol i1 s gy 31 Gl A S 5i0n
(HTTP) : G sl) adl 5i g o Saall

and website servers

Hypertext Transfer
Protocol Secure
(HTTPS)

A network protocol that provides a secure
method of communication between clients
and website servers

g3l (el gl Al Al g 8 g9 ASadi J oS 5900
sl adlsd

A collection of processes and technologies
that helps organizations manage digital
identities in their environment

Identity and access
management (IAM)

Cilalilal) do b Al cilydlil) g cilbleall (e de gaga
Lty Jata dnad ) iy o) 8000 (8
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Incident response

Incident response plan

@
EA

Indicators of attack (IoA)

Incident Y

=

Incident escalation Q’Q l (i\
d
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An organization’s quick attempt to identify
an attack, contain the damage, and correct
the effects of a security breach

A document that outlines the procedures to
take in each step of incident response

The series of observed events that indicate a
real-time incident

An occurrence that actually or imminently
jeopardizes, without lawful authority, the
confidentiality, integrity, or availability of
information or an information system; or
constitutes a violation or imminent threat of
violation of law, security policies, security
procedures, or acceptable use policies

The process of identifying a potential
security incident, triaging it, and handing it
off to a more experienced team member

cJ}'AJ\ &) il ‘?M‘ gaﬂ@ﬂ\w\ﬂjm
oY) GIARY) BT sl g

< glad (e B ghad JS 8 BAANa)) Cilg) Q) gl Al g
) gall Aladiay)

Al Gala ) a8 Adadlal) Glaad) e Adada
Gl cdgll

Al ol dadlead) gh Ay puad) Algiily gf dage Eigan

1Lags o) Wleti) J<iy gl ecila glaal) dalal) o) ila glaall
el ga) o) Al clubaad) g ¢l g8l Mgty Ko g
Jsaiall aladiud) ciladaa gf olal!

o) A gadi g ddiia g Jaiaa el Giala sl ddes
Bd JS) (B B g
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Indicators of compromise (loC) g‘["]/l']

: POLICY

4+

A

Information security (InfoSec) IE?&@E"l

Injection attack
=/

e

Information privacy =

Input validation

(aee |
Integrated development

environment (IDE)

o=y
Integrity ( C, 1}?)

@,

FY

NS T _GsE—

Observable evidence that suggests signs of a
potential security incident

The protection of unauthorized access and
distribution of data

The practice of keeping data in all states
away from unauthorized users

Malicious code inserted into a vulnerable
application

Programming that validates inputs from
users and other programs

A software application for writing code that
provides editing assistance and error
correction tools

The idea that the data is correct, authentic,
and reliable

Jaina el Gala ciladle ) el Aaadte 4]

a5 ol 4 g maall 8 Jgma gl (e i) dlas

Cpadiinal) (o LA aran A cilibad) dlas 4 jlaa
p el S

) Cadiiiceal) (pa Aadldl) CMALAY e (38T daa
S AY gl

Jﬁ)ﬂﬂﬁ&m&\\gdiﬁxd‘gﬁ\:\em@Aﬁéﬁm
;Lhi\l\@uaﬂg

dobal g (48 ¢ ga cdagaia UL of 58
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Internet Control Message
Protocol (ICMP)

2
--

Internet Control Message
Protocol flood (ICMP flood) 0/1‘\0

Internet Protocol (IP)

Internet Protocol (IP) address @

15

:(E:?u w

i —aia

Interpreter

® e
Internal hardware I"
[ ]
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An internet protocol used by devices to tell
each other about data transmission errors
across the network

A type of DoS attack performed by an
attacker repeatedly sending ICMP request
packets to a network server

A set of standards used for routing and
addressing data packets as they travel
between devices on a network

A unique string of characters that identifies
the location of a device on the internet

A computer program that translates Python
code into runnable instructions line by line

The components required to run the
computer

b sBal (e B gal) E3LY axiiug cul i) J S g
ASLil) e i) Jas

(DOS) 4exdl) as e (4 £ 55
ICMPa s Juu by aalgall agdy Cun
Al add ) ) Sia JSy

aa dallaa g 4 5l daddiial) yulaall (1 de gara
Al Ao 55l o L) oL ciliLyl)

cu i) Ao g adse daad el e by 8 Al

SR ALE et 1) ¢ s 55 o i sl gl
b 1

gasl) St 4y gllaal) cull gSal)
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A security risk that originates from within

the organization, typically involving an Wi ga Bale Craaly g ‘W‘ JAN e Wiy Aaf glad

Insider Threat employee, contractor, or trusted business ) Jsas Al Ay B g ga U Jlad 155 5 gl ¥ glia
partner who has access to sensitive doclua Cila glaa
information

A protocol suite for securing internet
communications by authenticating and
encrypting each IP packet during a

. communication session

AN e aNLaty) Cualil Y oS ¢ gl (1 A gana
IP daja JS jpddd g ABsbuaal) 3y b Ce
Jiaiy) doda £

IPsec (Internet Protocol Security)

o T LT DTy ) ki e
Identity Federation _— . o ) ) e | Glily aladiuly 4dlide Gluwsa e Samia
— different organizations using the same login 5l s J skt i

- credentials o

: ° An infrastructure design where components

[ D S (like servers or virtual machines) are never a3l sall Jia) i gSall Jotad ahy ¥ Eua Aiat A1 avanal
Immutable Infrastructure |9 _jg modified after deployment, and any llat iyt (g g ol i dmy (el 5891 8 5gaY)
"' : changes require the deployment of new daa &l jlaal) i

—— versions



S
AHMED

Cyber Security Glossary

MASHHOUR

Isolation

QR 09
Intrusion detection system (IDS) (((l)))

A
w g Worl
— —
IP spoofing == [
DMZ Corporate Network
Int t i
jump BOX nterne Jump Server Firewall Server

L L 4

NS T -G

The act of segregating systems, networks, or
data from each other to reduce security
risks, often used to prevent the spread of
malware or restrict unauthorized access

An application that monitors system activity
and alerts on possible intrusions

An application that monitors system activity
for intrusive activity and takes action to stop
the activity

A network attack performed when an
attacker changes the source IP of a data
packet to impersonate an authorized system
and gain access to a network

A secure server that administrators use to
connect to and manage other systems
within a network, providing a layer of
security between external and internal
systems

Wany oo clild) o) Sl gf dalat¥) Juad dilas
ekl andiind La LIS 5 cdia¥) plaliial) JulEil el
Jyasll 2l o) Al e ) L)

Qg rad) £
N ) Graddiall Ay g eLB.'\S\ Jald Qi) gaadal
ddaiaal) Jakaitf

A3 g Adilatl) Al da yl AUALY JaLES () 4y Gaadad
[PLEEAPAREN)

IP O)sis e ity adlgall 48 o gy 480 2 g2
(5590 plla AdlS g gand i) da jal

AaBaiY) 3 513) g JLaiD ¢y o8 g gmual) Aadiliioy Cpal adld
O QLY (e ALl Ak Jh gy 5 Al Jala 5 AY)
Adial) g L LAl Aadatyy
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Jailbreaking

Jamming

:a::l,

JSON Web Token (JWT)

Just-in-Time (JIT) Access

NS T _GsE—

The process of removing software
restrictions imposed by the manufacturer on
devices, such as smartphones, to allow users
to install unauthorized apps

A cyberattack aimed at disrupting the
communication signals of a device or
network by overwhelming it with excessive
noise or interference

An open standard used for securely
transmitting information between parties as
a JSON object, often used in authentication

A security approach that grants access to
systems or data only when needed, reducing
the window of opportunity for unauthorized
access

S il a2 daa 3 g8 A1) 3) Ales
%C&AM CLA-UAn J\.;SS\ dﬂ‘g@-“ d:\.A chHY\
LG-.'CJ“A"S‘J:‘.;QM‘

CNLaN) @l L) Qs ) Cigs 9SS o 52
9 gl b el 3ok oo A gl Jlgan daldd)
S jial) Al

(B unill QALY (5 iy Aos Laia) Aaia &L
il aglal i a3

e Jagh ciliLal) o) daBaY) A J gua gl piay (Al gl
4 g raall g Jsasl dad (a Q) Laa dalad)
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A system where cryptographic keys are
Key Escrow - stored with a third party to be accessed in
case of need, such as data recovery

Gl iyl aa i) peilia (p JAS 43 Ay allas
clibal) saladiad Jia cdalall dis Lgd)  gua sl

A network authentication protocol that

T works on the basis of "tickets" to allow glawd! 1" SIENY o ading Kol dABalaa JsS 5590
nodes to prove their identity securely over a Lol g A e el JS0 g ga Ll 3 3¢

non-secure network

A type of spyware that records keystrokes
made by a user to capture sensitive
information like passwords or credit card

Aa gl il s Sy o 98y uesdl) gral (04 £ 98
dila il glaa 43 jud adiiicial) gy a g8y Al geilial)
4Ly cilBad) ol i i g pall cilals Jia

Keylogger

numbers
i A method of verifying identity by asking el . o
Knowledge-Based 'o | i b o Ausel m o8 2,
wens m guestions that are based on information the T A Gk (8 4sgd) e GRaill 43, b

Authentication (KBA) 0 g (rad i) Al U Jia ca Al g jay il glaa

individual knows, such as personal history

A process in cryptography where
cryptographic keys are exchanged between
users or systems securely to establish a
shared secret for secure communication

O ) il (ol g oy pdddl) (B ddes
& idia o sl el S Al gf Cpadiiieal)
Yl Jeal gl

Key Exchange [S=5%

AN
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Log analysis |’ |

“l
Logging
=

Log Retention Policy

A record of events that occur within an

organization’s systems

The process of examining logs to identify

events of interest

The recording of events occurring on
computer systems and networks

is the process of linking related log events
from different sources to identify patterns

or incidents

A policy that defines how long logs are
stored before being deleted. Proper log
retention is essential for forensics,
compliance, and incident response, ensuring
that relevant data is available for analysis

when needed

Lo pal) Aaai] JA1S Gaad A1 Eaadl Ja

Aad) i) Eaal) pasdl eMadl (asd ddas

Samasl) Akl e diaad Al Elaal) i dles
S LA

ilaa Cpa il Adlaiall éuaal by Alee A
) gal) g alaSy) waal dalid,

BEAY) L ol 20 doa 3 Baall 2aa5 im

s Sy cSlaadly BLEAY) say Lghia b cblandll
Alaia) g JUia¥) g Aped ) Apiliad) ClBBaill ) g uaa
&) gall
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Least Privilege

Log Aggregation

Load Balancer

Log management

NS T _Gs—

A security principle that restricts users’
access rights to only what they need to
perform their job functions. By minimizing
access, it reduces the risk of unauthorized
access or privilege escalation attacks

The process of collecting and consolidating
log data from various sources into a
centralized repository for easier analysis,
monitoring, and detection of security
incidents. This is often done in conjunction
with a SIEM solution

A device or software application that
distributes network or application traffic
across multiple servers to ensure reliability,
availability, and optimal performance. In
cybersecurity, load balancers help protect
systems from being overwhelmed by traffic,
especially during Distributed Denial of
Service (DDoS) attacks

The process of collecting, storing, analyzing,
and disposing of log data

Y ) L) g Cprardiional) piag oy el fase
() i agalga LAl L galiag (Al Cliadlall (e
s g 4y 7 paall e el shlia Sl

<) jlday)

(o Batmia jilaaa (pe ) clily A i g aan dles
Ce Cadsl) g AB) sall g Julatl) Jagiil (5 38 1o £ e
Jola ae WIS Alaad) 02a andiind A5a¥) sl gal)
SIEM

o ool ASa aadgh p gl e Gk gl e
Belisl) (ladal ad) gd Bae pe Cilldail) of AW
20 Ly ¢ paaead) (YY) (B JiAY) 1Y) 5 Lalaie ) g
DDOS ledd (1 Aalail) dglaa (& Jaal) (i) 54

B laad) il (e galiill g Julad g (Al g pan dules



S
AHMED

Cyber Security Glossary

. 1001010
Logic Bomb fl —

Malware %E_
Malware infection ‘

Media Access Control (MAC) address 'g'g =

Metrics Q
Modem = a -
I e
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A malicious code inserted into a system that
remains dormant until triggered by a
specific condition, such as a date or event.
Once triggered, it can execute harmful
actions like deleting files or corrupting data

Software designed to harm devices or
networks

An incident type that occurs when malicious
software designed to disrupt a system
infiltrates an organization’s computers or
network

A unique alphanumeric identifier that is
assigned to each physical device on a
network

Key technical attributes such as response
time, availability, and failure rate, which are
used to assess the performance of a
software application

A device that connects your router to the
internet and brings internet access to the
LAN

MASHHOUR

ALl o3y ia Sald g g oA B ) L 458
(Jadil) Ao adaa Gida gf f U e Aima da g
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Multi-factor Authentication (MFA) 1!
AR,

5

108

Machine Learning (ML)

Man-in-the-Middle Attack
(MitM)

Non-repudiation @é
Notebook %
o

A security measure that requires users to
verify their identity using two or more
authentication methods, such as a password
and a security token

A sd (ra (38all) Craddiicuall Cpa alhady a) £) ja
) a9 oAl

A subset of artificial intelligence (Al) that
enables systems to learn from data patterns
and improve their performance without
being explicitly programmed

o alrilly A acy Ukl ¢S cra g b
Lgiaa (1) dalad) g8 Lol Cpad g il Lalad
il J<ln

A type of cyberattack where the attacker
intercepts communications between two
parties to steal or alter the data being
exchanged

palgall (2 iy dua 43 puad) Slaagd) (0 £ 58
e L) W it gl culilud) 48 pud (48 jha (p L
Jakaly

The concept that the authenticity of

) ) ) W LS (S Y il plaal) Adlaan O (A o g¢ia
information can’t be denied i

An online interface for writing, storing, and

: 2581 il g ¢ A0 g Ais] i i) e dgalyg
running code
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A voluntary framework that consists of
and Technology (NIST) = Bl g standards, guidelines, and best practices to
Cybersecurity Framework (CSF) v manage cybersecurity risk

Juadl g ol ) g sulaa (e QoS (S sh Jas Uk
(o saad) ) laliia 3 10y il jlaall

A framework for incident response

National Institute of Standards consisting of four phases: Preparation; sdal e gl (e 0 9Sh Ea) gall il )

and Technology (NIST) Detection and Analysis; Containment, laill g A1 3Y) g ) gial) ¢Jalatl) g CALSY) ¢ jpadaail)

Incident Response Lifecycle Eradication and Recovery, and Post-incident Gialall 483 el g
activity

National Institute of Standards
and Technology (NIST)
Special Publication (S.P.) 800-53

A unified framework for protecting the
security of information systems within the
U.S. federal government

da gSal) JA1a cila plaal) ald cral dlaad 22 ga )
Ay pa¥) Al jadl

Network ﬁ A group of connected devices canl) Lguany aa Aliaiiall 5 3gaY) (10 A gana
[ ’ c .
Network data \nn oo/ The data that’s transmitted between devices ASatl) e 5 3631 (8 Ll oy () iy
¥ on a network i

. Hardware that connects computers to a ., . o n
Network Interface Card (NIC) = . network P Al 5 ganast) 3 jga) oy  (sala (ygSa
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Network-based intrusion _ @'.
detection system (NIDS) °© — .

Network log analysis @

Network protocol analyzer
(packet sniffer)

S

Network protocols

(-

Network security \
L(,L

Network segmentation
Network traffic 6

NS T _GsE—

An application that collects and monitors
network traffic and network data

The process of examining network logs to
identify events of interest

A tool designed to capture and analyze data
traffic within a network

A set of rules used by two or more devices
on a network to describe the order of
delivery and the structure of data

The practice of keeping an organization's
network infrastructure secure from
unauthorized access

A security technique that divides the
network into segments

The amount of data that moves across a
network

libal) 9 ASAl) )90 ASua ) g pany Gk
AS,al, Aol

daal) i3 laal) Laadl ACEY Edlaw (and Llee

JAIN Gl g e A8 Jalad g Jal83Y daaaa 3140
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A ste)curltIY vu!nerablllty that o.ccurs \hoeUnR?- b g, A cug et Ji Latie chant el i
web application accepts user input for 3 URL s Lan ccniial) gl (599 (pediienal) (e

without proper .valldatlon, aIIow[n.g . 5 s gl 30 ) Crpatiiesall A 55 Balely (ppanlgal
attackers to redirect users to malicious sites

A globally recognized standard awareness P : . . . .
Axial Hhalda 10 ad) 3w Lalle 4o (8 yiza das g8 Alhia
OWASP Top 10 D UJ H S D document that lists the top 10 most critical - a . ,}‘ . .
Open Web Application . . . . ‘%—JJM (—113:\,\& AAGA
Security Project security risks to web applications
An open-standard authorization protocol

that shares designated access between

Open Redirect ; ==

AS jlliay racsy slamal) 7 gl (sl o8 98 55 9 2
Cliadatl) Al cladua

applications
On-path attack An attack where a malicious actor places
themselves in the middle of an authorized Jual) ciaiia A dudi gl Jolil) 4sd puday o gaa
On-path attack ] . or g D ey s . ey . .
%) connection and intercepts or alters the data Jail) L) QUL il ol pal fe Y (o i
in transit

The collection and analysis of information
from publicly available sources to generate
usable intelligence

gl Ule dalia jabaa (e cila glaall Jalad g aan
AlARio AL ) jLdsia)

A standardized concept that describes the
seven layers computers use to communicate
and send data over the network

Lgaadind Al ased) Gillglal) Chiay (5 Lna a ggda
A e bl Ju ) Jual il 55 gaaast) 8 5ga)

Open systems interconnection
(OSI) model
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A security mechanism that generates a
unique password for each login attempt,
typically used as part of two-factor

One-time Password (OTP) rEE
authentication (2FA)
A technique used to deliberately make
sor:etllmgdun:lear or :ijlfflcul;ctto Dk agdll i 5 Uadle L g i Jaad pai 5 ks
understand, often used in software . i A
devel t 1o ob the code and mak Jaa g 5 dadd) e LAY Sl sl gkl (2 addiud g
evelopment to obscure the code and make paalgall Ll caal el gl JSiud

it harder for attackers to exploit

cilalaad] b aSaill daadiioeal] A yull g Apabal) Aadas¥)
Aganl) Al B Bale 2o 5 g dlgidl pa g delial
rbaal) g 43Ul cillasa Jia 4y gaald)

Obfuscation
vulnerabilities

Hardware and software systems used to
control and monitor industrial operations,
often found in critical infrastructure such as

N
Operational Technology (OT) ®
:
power plants and factories
Sl S o) cilagaal o) Ay clian Jlu ) dples
Jsasl Aalall (58 ALY JSas e )OSl

g/_\)“ The process of delivering software updates,
/ \ "\ patches, or configuration changes wirelessly
to a device, without requiring physical 4y gakal)

Over-the-Air (OTA) Updates
access
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A piece of software that can be combined Sl 5 AT ada g lgaad (S el (o dakad

3 Cod

with other packages to form an application o

oo
Package !@

A tool that helps users install, manage, and s} ajadl 413) 9 3 135 cudii o Cppasiicial) dobud 314
Package manager

remove packages or applications S I E)
The practice of capturing and inspecting o JEE AN @bl ada gand g Jaliil) du jlaa
data packets across a network PEIRAY
A file containing data packets intercepted Cra Ll o) ol Al clibad) oo o o iag Cila
from an interface or network Al o) dgalg

A type of brute force attack where an
attacker tries commonly used passwords
across many different accounts, rather than
focusing on a single account

palgall Jslay Cua Aadiad) 5 48 Ciladd (4 £ 98
Yoy ddlie el Bae o dadld gy cilalS aladind

Al clua o 3.8 Al Ga

Sy 533 Jo ) 48 sy hangl) (50 £ 5
connects to a network hub and looks at all s p ot Clangll (e 58

g2 -~ ) Lgdoaad ¢y 90 el ASa aan A1 a9 A1) £ 5 9a
T T traffic on the network d

Passive packet sniffing

T \é A type of attack where a malicious actor

A technique where an attacker exploits a
vulnerability to gain higher access rights in a
system, allowing them to execute
unauthorized actions

s 15yl 5 g L i i
J&Q‘G‘ﬁjmﬁu&gwww\gﬂ&d‘jﬂj
W2 T e

Privilege Escalation ﬂl/jl]
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pacsword attack " An attempt to access password secured clibal) ol Al ol 3342 M) Jgasll A glaa
devices, systems, networks, or data 294 Al daaal)

- @ Ahsoft\‘;v:re and oper'tatmg Isyster; It.Jr.)date. g AL A o Jawial AT ey Eigaa
Patch update that addresses security vulnerabilities within i) b ALial ]

a program or product

o4 A simulated attack that helps identify
vulnerabilities in systems, networks,
websites, applications, and processes

Payment Card Industry Data  uem Any cardholder data that an organization Ledaii of Lgdads Al clBlayd) dala ciliby (3hati julaa
Security Standards (PCI DSS) g accepts, transmits, or stores uga 5 g AT

o) AR Bl all) a8 aeluy dlla a g

Penetration test (pen test) i) gf aBl gl 5f clSu

A cybercrime business model where

criminals offer phishing kits and services to Gsaspall gy S Al g NI gl g s s
Phishing-as-a-Service (PhaaS) ¢ ther attacker F:Nh wgntt launch ohishin Cpdl) C AV Gpaalgall ALtad) auatll ciladd g < gal
( oea.aces o want to launch phishing s c8lan ) b o
campaigns i
:I'h: proce.s:‘ of re:lacmg personal identifiers laus UL b Al el aall J)aciod it
L in data with pseudonyms to protect = s s b o w L
Pseudonymization .. p y .p o paile o Bliall aa 3l 2Y) dua guad dglaad § jlatiua
individual privacy while maintaining data oy
- S
utility
viong The part o:‘a mall.w.are progr:c\m tha;c‘ ; Bl S ) Ll cla 2l g (30 52
ayloa executes the malicious activity, such as data AUl i) ) gl 4y i €l

theft or system damage
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. .o e | . . . . e o [ .
!’ersonal!y identifiable = {-\ny |t1format|on used to infer an individual's e 30 A gh anl Lpaliiiad (e cila a1
information (PII) I\l) 000 identity -
ek The ulse. of digital Ic.ommun.lc'atlc:ins to trick 06 CiESH GalAY) 1k Al L) plakid
ishing ija peop e.mto re\./e.a ing sensitive data or Tk claa s i ol dabua @il
— deploying malicious software
s A collection of software tools needed to At dlaa 3y da U dea yal) <) 9aY) (pa de gana
Phishing kit e . .
& launch a phishing campaign Aial
. , \ A.s.ecurlty incident t.hat affe.cts not only Tslall g A0 Al Jle 8 Al Boaa
Physical attack B | digital but also physical environments where

the incident is deployed

An attack in which a threat actor
impersonates an employee, customer, or
vendor to obtain unauthorized access to a

il g dpadd Jladily gaagdll Joldll 48 a 68y o saa
e A Az el g Jpasll 354 9l e

Physical social engineering

‘541.4
physical location i
@ A type of DoS attack caused when a hacker (D0S) 4eddll an Cladd (e £ 4
Ping of death @ pings a system by sending it an oversized ICMP a3 daja Jlub aalgal) gl Latie diaay
= ICMP packet that is bigger than 64KB Al L) <l obS 64 (o S|

A manual that provides details about any

) ) Aaladdl) cs) aY) Jualdi o (g giay Jul
operatlonal action -

Playbook oﬁ
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Potentially unwanted
application (PUA)

Port filtering

08|00
g B N 3

Private data @
Privacy protection ’('\
z

A set of rules that reduce risk and protect (ady shlial) e JUES A s ) g8 (e ds gana
information il glaal)

A software-based location that organizes the
sending and receiving of data between
devices on a network

O Ul JuBia g ) alily galall e aild 28 ga
Al e 8 3¢l

A type of unwanted software that is
bundled in with legitimate programs which
might display ads, cause device slowdown,
or install other software

e At (AU AN g g8 sall @ gl all (e E 58
el g ) e ) (i 38 Al g de g e el 2

- e

s Al gl g i gl

A firewall function that blocks or allows
certain port numbers to limit unwanted
communication

38U a8 L rand gl et Al dlaald) las A g
ad g jall e Jla) (e all Al

Information that should be kept from the Aalal) o Bamy LB o g e glaa

public
The act of safeguarding personal AR (pa Anad ) cilagleal) Alaa ) gy Jee
information from unauthorized use 4 g radl
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Protecting and preserving evidence

Process of Attack Simulation
and Threat Analysis (PASTA)

Proxy server =& = 4=
- )=
S
Public data 2

:

?Q
7

Public key infrastructure (PKI) M

Programming I_!

The process of properly working with fragile
and volatile digital evidence

A popular threat modeling framework that’s
used across many industries

A server that fulfills the requests of its
clients by forwarding them to other servers

Data that is already accessible to the public
and poses a minimal risk to the organization
if viewed or shared by others

An encryption framework that secures the
exchange of online information

A process that can be used to create a
specific set of instructions for a computer to
execute tasks

NZAS
AHMED

MASHHOUR

Ll dad ) YY) pa grana JS Juladl) ddes
3_jaldaial) g

Cra ) e dalading adldl) cilaagil) Aalad )
aleliall

) Wl )) Basb (o Ades cililh LT o 6y aald
s Al pil g

A bA ol JSEIY g ) sgaadl Jadlly dalia cilily
CrAY g LS jliia gl Lguda o ol 1) dalaial)

o cilaglrall Al (el addie) il Jes Ul
e )

Lgad laglatil) (ha Badaa A gana sl doles
algal) 2A5T 13 gasacl
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Quantum Cryptography ° R O

Quarantine

Query Flooding

Quantum Resistance @

NS T _Gs—

A method of encryption that leverages the
principles of quantum mechanics to secure
data against potential eavesdropping or
tampering

A security process in which potentially
harmful files, emails, or devices are isolated
from the network or system until they can
be analyzed or removed safely

A secure communication method that uses
quantum mechanics to enable two parties
to produce a shared, random secret key that
can be used to encrypt and decrypt
messages

A type of denial-of-service attack where an
attacker overwhelms a target with a large
volume of search or query requests,
exhausting system resources

The property of a cryptographic algorithm
that ensures it remains secure even against
an adversary with access to a powerful
guantum computer

MASHHOUR

el aS) LSS a (5o (o i il 48 o
Jaliaall e A g cualil)l ad ety

L) Sy o) cililall Jo g oy Aial diles
S Al e B i 0988 88 L3 3 3gaY) ol g sty
Ohaly Ll 3) o Lgdlas Sy s oY

on ) 51850 150 ALl
cﬂéJ M; i ?M” i‘;:\\guﬁ:' & ldia Lﬁ)ucl:\ia;hﬁ\
s ) b

)AL palgall sl i daddll caa e (e £ 58
q;df” Laa ceﬂ.ﬂu‘f\ Ji &:L\A..\M &L.ﬂh Cra S dday L.ié.g.l\
AUSI 3 51 ga il 3l )

Aaf 5 L Cpandal AN paddil) A ) 68 A Asald
Qamla ) gea s d3ilSa) 4l anad dga) g (B A
G5B asas
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A malicious attack where threat actors
encrypt an organization’s data and demand
payment to restore access

An instance when malicious script is sent to
a server and activated during the server’s
response

The process of returning affected systems
back to normal operations

by Sy O gabagdl) G sle Wl A o ghy Gl 2 g8
L) Jgna sl Bualadisd dga8 ady ¢ gallday g daliiall

Ayl oy g Al ) Gl 368 Jl) Lgh o Ala
adldl) Llatial ais

nhal) Jaadl ) 3 jilial) dalaiy) Bale) Aules

3 A nlt?tyvork a:tac.k ferfor;neddwthen a " JE £ el Laja Ll e A oy Sud agan
malicious actor intercepts a data packet in . 2 T
Replay attack @j . ) i paal) e J Jgaadl BaY Lellu ) sale)
play = transit and delays it or repeats it at another < H dsasl o e :
1 time :
A=>[] -
The ability to prepare for, respond to, and . P . . .
Resiliency f§eB} y 1o prepare P il ) ¢ Hlanll s LlaiaN) g ysianil) e 5l
. recover from disruptions i
O+=0
Y A server that regulates and restricts the A ) - ee
Reverse proxy server ﬁ!} 8 A3 A ) @l A e Jgagl) aBi aald

Risk 0

internet's access to an internal server

Anything that can impact the confidentiality,
integrity, or availability of an asset

ﬁgﬂ‘g‘hmtg\a,ud\‘_,.bﬂ\”u\uwf-@i !
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ek Based Authenticats =— A A s.ticur:v ?eth:d tI;at afLUSt-S ihfe I:vel of S35 1o 5L Ahsladl i shenn ot Al £y

isk-Based Authentication || authentication based on the risk factors A < - .

(RBA) 4 I associated with the user's login attempt Ehsall Jia e Al Jumuds A slaas Abaiyal)
- | X o < gladl g Sl

such as location, device, and behavior

An unauthorized wireless access point
installed on a network, often used by
attackers to intercept data or gain access to

A o Aifa gy 7 e @ ASlud (g g Al

Rogue Access Point 9 clilal) Gl ey ¢ saalgall Lgaddiing Le LIS

LA (| \

the network sl dsasd

A type of malicious software designed to & Jpash (sl danaal) Al cilbaa gl (e £ 68

Rootkit enable unauthorized access to a computer S Raga g sUA) aa yignasS g Al 4 £ adll

while concealing its presence from detection adsl)

A simulated attack exercise where securit iy b sl G sy & T .

Red Teamin rofessionals act as adversaries to test ch sl gt | s S pggl slélas et

g P . R Adatyl) cleldy @hﬁ Jlaay eyais

effectiveness of an organization's defenses

. A biometric authentlcat.lon method that Ty 9ol e g1 Baladl o tiass & i gyl 4 {4,

Retinal Scan uses patterns of the retina's blood vessels to

: i pitonal) Ay ga (ra (GEaill cpal) S b
verify a user's identity
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_ - II‘$ The proce:ss of having tr-le right procedures Al s LY s gh g cils ) jal = R
Risk mitigation i and rules in place to quickly reduce the o o o T .
. . =) A &g Jia de
& impact of a risk like a breach

Root directory The highest-level directory in Linux S aUSE B Bl JS (B s e o]

A user with elevated privileges to modify

AUAT) et cpa Al dlle <) Jlilaly alialy addica

the system
A network device that connects multiple A a4 o a gl g Lia Gl Bae Jay A0S Sl
networks together g i)

An additional safeguard that’s used to

: AR ) g9 468 andiad AL ¢
strengthen hash functions ¢ o

N
7z N
/ \
/

Scareware | F—+ ([ L . . ) . o
|| -‘ users into infecting their device Ly el

Malware that employs tactics to frighten gLBY iy anl) S aadind Apd cilaa

K .

-



Cyber Security Glossary

Secure File Transfer
Protocol (SFTP)

SFTP

L

Secure shell (SSH)

Security architecture

Security audit

&

Security controls

Security ethics

e s ——

A secure protocol used to transfer files from ._ . Ve . s T "
=P ASudl) e AT ) Sl ¢oa el R el S 519
one device to another over a network

A security protocol used to create a shell

05 S ga Ol Jua) LAY padied) (Al 58 5590
with a remote system :

.

A type of security design composed of
multiple components, such as tools and
processes, that are used to protect an
organization from risks and external threats

il 9o Jia (il g%a B (e ()9S Al ananal
Jhlial) o dadaial) dglaad ccililaallg

A review of an organization's security
controls, policies, and procedures against a
set of expectations

ds gall Aulal) g ) Y g cilulid) g Jay) guall dxal ya
Jmlaall LAY e asiall

Safeguards designed to reduce specific

o Bassall Autaly) aldal) S8 daaaal) dlasld) s o)
security risks

O Sl A G iaas dualia il ) 8 MASY cilald )
(o) aad)

Guidelines for making appropriate decisions
as a security professional
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: ) =1 An organizational unit dedicated to dalaiy) g ALl A8) pal duanaiia dabiial) JAla 3aa g
Security operations center = . . @ e . ot e g
(SOC) i monitoring networks, systems, and devices Aaiay) cilaagd) of calaagill Jal op 8¢y

for security threats or attacks

An application that collects and analyzes lo S0 R G . .
Security information and @ £ v 2 Al A8 yal M) cilily Jag g pany (sl

data to monitor critical activities in an . e .
event management (SIEM) organization dalaial) A 4 gual)

A collection of applications, tools, and
workflows that use automation to respond
B to security events

Security orchestration, f
automation,
and response (SOAR)

clibl) g Jsa¥) oo gelda bl o dadaial) 5 08
Glyagill aa Jolial) g da o)

B —
pitfseta

®

o Yty et
e | W o

The process of strengthening a system to

gagd) claluca gl Al JuE5 aUaT 5 8 dulas
reduce its vulnerabilities and attack surface ¢ ¢

Security hardening
An organization’s ability to manage its

clibull g J g ¢ B 5,030 Jo dalatall 5 08
defense of critical assets and data and react 5 dsadl oo gela b)) e 4

Security posture Ciluagil) aa Joliil) g da Al

to change
S Guidelines used for building plans to help Dbl Gl A Sacluall labad ol addiiod cufali )
v &= mitigate risk and threats to data and privacy dpa padl) g cliLally dllaial) claagill g
s 0 T T E‘T Practices that help support, define, and o OLaY) Agga A gig waatgaca A aelud cilu lea
fs _§| direct security efforts of an organization dsn 3l
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e The ability to evaluate risk and constantly 5 i aly aialy B il Lo 580

' seek out and identify the. po.tentlal or actual i) g el ALl Aldiae il g A
I breach of a system, application, or data

. = A segment of. a company’s network that 1210 ASu) Aen) Ampancl o A8 51 ASadk (50

Security zone protects the internal network from the s s
- AT (e

internet

Sensitive personally identifiable {1&:= A specific type of Pll that falls under stricter i ciy pill ALY Luaddd) Cila glaall (e 334 £ 6
information (SPII) @ handling guidelines Al pa JiS) clalid Y
H B The principle that users should not be given s 1 shans o) g ¥ Gaerdieual) O g T
Separation of duties ﬁ ﬁ levels of authorization that would allow aladicd Beluby agd awd (Al Clbadlall (pa Gl giasa
them to misuse a system aldail)
Session a sequence of network HTTP requests and HTTP clblaial g cludb fa Jaded
responses associated with the same user Al aadieeally ddasi yall

A token that websites use to validate a
session and determine how long that
session should last

An event when attackers obtain a legitimate piiie duda (i pa o aalgal) Ld Juany Al
user’s session ID & A

Bla paal g dudall ha (38N AB) gal) daddind ja
Ladla

Session cookie

Session hijacking
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Session ID ] E.‘ T A unique token that identifies a user and
e their device while accessing a system

The idea that all individuals within an

organization take an active role in lowerin Jaltd 817599 ¢ gurdy Aalaiall JA08 21 3Y) asan i 588
Shared responsibility ‘v" & 8 21098 Ol AY) e o) 588

risk and maintaining both physical and a8 g sl GlaY) le Bliad)g ki)
virtual security
Iy Ual ae Jelditl andicealt ) el )
.. pld & ? P T ) Al 93] puda
Shell The command-line interpreter ¢ . ne
>_ P sl ¥ sl e Jadal)
;E 0) = A pattern that is associated with malicious - cw I s - .
Signature QLAA.@J. ) oo adslt JA:M:! cﬂ*ﬂ‘ LL&.\JL.\ .heﬂ bl
g IE\ activity <+ s >
) NS A detection method used to find events of Leaal) cld &laal) o ) giall aadind Ciig 44, jh
Signature analysis ) .. " i
® interest dla bladf Ao 5l
Simple Network Management msssss A network protocol used for monitoring and 5 BN 313 9 A el addig A J oS g g
Protocol (SNMP) managing devices on a network EEARA
) ) A technology that combines several J b Jagoeatl 22 9 (& J g Bl Bae grai Al
Single sign-on (SsO0) % SSO e pas Igtes & .

Single Sign On different logins into one addluall
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ﬂ* A manipulation technique that exploits
human error to gain private information,
access, or valuables

cilaglaall ) Jguasll (s phiad) Undl) e A

Social engineering |5 3 & gl Jgasl o) daldl

(=)

A type of attack where a threat actor
collects detailed information about their
target on social media sites before initiating

il glra (gaagil) Jo i) 48 pans a g2l (e £ 5

Social media phishing g3 Jb olaiay) Jual gill ad) ga (e cingl) (e Aliaia

Smishing ‘ '

Smurf attack

Spear phishing é

Spyware

mem
o

the attack

The use of text messages to trick users to
obtain sensitive information or to
impersonate a known source

A network attack performed when an
attacker sniffs an authorized user’s IP
address and floods it with ICMP packets

A malicious email attack targeting a specific
user or group of users, appearing to
originate from a trusted source

Malware that’s used to gather and sell
information without consent

a g

Jal Cre Crariiinial) £ 1040 dall) Jila ) aladiia
Jhaa duadld Jadly o) duluwa claglra Ao J guaal)

-~

AR

IPO) e g 3 palgall a gl o (Sudi o g2
ICMP 3 0 sty g (/& s piddial

Sdmkwjitidﬁuad%&%\wey
Aiga sian (Al Al gy g Cpasdiniall e

&\y&d&hﬁ\&g@gemwﬂwﬁ
ECIR
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Splunk Enterprise

Speed / g/‘

mse/s

Standards @E

Subnetz 10 eSubnetz 2
Subnetting [l & oo el

A self-hosted tool used to retain, analyze,
and search an organization's log data to
provide security information and alerts in
real-time

The rate at which a device sends and
receives data, measured by bits per second

References that inform how to set policies

The subdivision of a network into logical
groups called subnets

The rules that determine what is correctly
structured in a computing language

S laal) il LA andciod 4,503 ALt cld 514

(ol i gl) B clal cila glaa andil Lgid) ya g Lglulas g

(o iy Al oy (bl Pl y Juun ) Jina
A

IR EVA I PR TN PREC PP

i) pand dihais cile gana ) ASLA) aguds
4o Al

daca_all dad 8 31 gSY) (0 oS5 488 a3 a0 68
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L — An attack that executes unexpected queries pacld o dadgia & ciladaicd L8 40 a1y o g2
SQl injection @ </ on a database il

An instance when malicious script is injected

AR 8B pdilaa Gupd 268 (i Lgoh oy Alla
directly on the server paad) (2 o 98 (s Lgad Aty

An individual or group that has an interestin 4 a i klii o) ) 3 5] A dalas Ll de gaga ol 2 8

any decision or activity of an organization dalaial)
- - .
oo ;@_Sﬂ_ﬁ_.%\_r "y A fcIass of flrewal! tha:. keep; 'frackdof ooa Bl e slaall iy (530 sl (s (e £ 53
tatefu in orm.atlon !oassmgt rough it an B Sy i asagl) bty p sy g ADA
-| proactively filters out threats )
@ @0 A class of firewall that operates based on Basae 201 g8 o $Uy dany ) el da (e .53
User . - -~ -~ u J -
Stateless predefined rules and that does not keep -

ALl 2 ad) Jsa cila glray Badiag ¥ g s
track of information from data packets po o ?

ACL Rules
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Supply-chain attack

suicata  (}j) B SURICATA

Il

Synchronize flood attack
(SYN)

Symmetric encryption

;%

Atacier

t
Packet
3ot
SYMACK
?

Ww

An attack that targets systems, applications,
hardware, and/or software to locate a
vulnerability where malware can be
deployed

An open-source intrusion detection system,
intrusion prevention system, and network
analysis tool

A device that makes connections between
specific devices on a network by sending
and receiving data between them

A type of DoS attack that simulates a TCP/IP
connection and floods a server with SYN
packets

The use of a single secret key to exchange
information

9 33l o cilludatl) of dalait) Chagi PEY)

il yal) il LeISA (e Sy B S alag) Ciagy gal sl
"' :." L3

e (Jikalll (o CRASH aadied jaal) Aa gida B2
Auid) Jalad g ¢ Jakatl)

Gaob 08 Al o Basaal) 3 3gal) s a sl Sl
Lt i) Jlalid g Sl )

Jual) 3lSlae 4gd 2ty daddd) G Clasd (1 £ 90
SYN s adldd) (31 &) sTCP /IP

Gla glaall Jalidl aa g - Clﬁi« aladli
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Tailgating A A

oslI TCP/IP
Application Layer

Presentation Layer — Application
Layer

Session Layer

TCP/IP model

Transport Layer Transport Layer

Network Layer

Network Layer —
Data Link Layer m| Network

Physical Layer = Layen

tcpdump ”

tEpdump

Transmission Control
Protocol (TCP)

NS T _GsE—

A social engineering tactic in which
unauthorized people follow an authorized
person into a restricted area

A framework used to visualize how data is
organized and transmitted across a network

A command-line network protocol analyzer

The prioritizing of incidents according to
their level of importance or urgency

An internet communication protocol that

allows two devices to form a connection and

stream data

Craadl & (alAY) 4 aghy Ao laia) duia Gl
xuﬁacg)dJiAﬂe@ICJuaaLgiidi&Qﬂee@l
5y glaaa

& clll) Jiig il AdiS ) guall aading Jas i)
Sl

AV sl Ao ading Al e ¢S g g 0 Jlae

a9l Lgtad ] caa ) gall 4 gl g waas dulas
Lgishd

GRS Gl ety A e Jlal) JsS s 0
i) Jab g Jlual
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Any circumstance or event that can
negatively impact assets

Any person or group who presents a security
risk

The collection and transmission of data for
analysis

Lol i) Jii s dsles

4 Information about current or potential
attacks that helps organizations understand
the risks they face and how to defend
against them

ol ddaiaall gf Adlall cilaag) Jga cilaglaa
gliall 448 g Lggal 55 Al Jhliall agd b Cilawgall

F-XXPZ)

Threat Intelligence I

o . p s .
@ Q) @ The proc?s.ss. of identifying assc?ts, their JS i S g Cinall Bl g ] gua¥) apaa Al
Threat modeling ¥ '\/I\." vulnerabilities, and how each is exposed to ilyagill Lgia
threats i

Malware that looks like a legitimate file or

e el ol cilas ST s gl
program & & &

Trojan horse
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Threat Huntin ‘.] &
g &Q

00l
1oliol
oliolio
1001

Tokenization

Tunneling

Twofish

nnnnnnnnnnnnnnnn

e Terms il definitions i ool

The proactive process of searching through
networks or systems to detect and isolate
advanced threats that evade existing
security measures

A data security method that replaces
sensitive data, such as credit card numbers,
with non-sensitive equivalents (tokens) that
have no exploitable value

A networking technique used to encapsulate
one network protocol within another,
allowing secure transmission of data over an
unsecured network

A symmetric key block cipher used in
cryptography, known for its high speed and
security, commonly used for file and disk
encryption

ALY AT ol ciludl) A Gandl Adliu) Al
AalY) pudasl) §glaii A1) Aadiial) culaagl J3e g
dailal)

ald i Jia dabuad) clibad) Jlasiay Al 48y 0
el (J840) dba i c¥alaay dilaisy) cildlad)
Y AL Lajh 1]

J S 59 JAI0 ASud J 98 58 g il adiied Al
2 A e Ol g8y clibl) JBS) ey Laa ¢ JAT
ada)

ddg ma yad il ""géa.m" &;\J’.'\LASA:\:\A\JAA;\J"AS'&M'."'
ol Al Sy andiied g clgdlal g Agllad) Lgie puuy
oal 2 g cildlal)
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Unauthorized access

&

=

Uncontrolled zone

USB baiting
&
s &
User provisioning & 3
&
&

=gy

User Datagram Protocol (UDP) =W,

An incident type that occurs when an
individual gains digital or physical access to
a system or application without permission

Any network outside your organization's
control

An attack in which a threat actor
strategically leaves a malware USB stick for
an employee to find and install to
unknowingly infect a network

The process of creating and maintaining a
user's digital identity

A connectionless protocol that does not
establish a connection between devices
before transmissions

Jay e 38 Juany Ladie Eiaay &l gall (e £ g
O Qg0 Budal o) Al ) gala gl a8

daliial) aSas glal gz A A Aud

Rl G A0 aa g ol iy agdl) Jiaa 4 a8y 2 520
Al Aglial g Lglua g5y (il gal) o 580

Lgade Jaliad) g addiiall dad ) 4 g¢d) ¢ L&) diles

J28 B3¢ (e Jluall L) qullaty ¥ Jluatl g8 590
GUlad) Jals
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URL Filtering

Unified Threat Management ., .
(uvrmp Ba &

..........

User Behavior Analytics R 3
(UBA) 'S4

‘‘‘‘‘‘‘‘‘‘‘‘‘‘

USB Drop Attack

Unstructured Data

NS O _GsE—

A technique used to block access to certain
websites based on the URLs, often used to
prevent access to malicious or inappropriate
content

An all-in-one security solution that
integrates multiple security services, such as
firewall, antivirus, and intrusion detection,
into a single platform

A security process that monitors and
analyzes user behavior to detect abnormal
activities that may indicate a security threat

A type of social engineering attack where an
infected USB drive is left in a public space,
hoping that someone will pick it up and plug
it into a computer, thus spreading malware

Information that does not have a predefined
data model or structure, making it difficult
to store, manage, and analyze, such as
emails or multimedia files
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Virtual Private Network (VPN)

Virus || =% ||
oroiny
Vulnerability |[¥
Yy oC:L
one J A\ ()
Vulnerability assessment - ( _

Vulnerability management t§¢

Vishing

NS T _Gs—

A network security service that changes
your public IP address and hides your virtual
location so that you can keep your data
private when you are using a public network
like the internet

Malicious code written to interfere with
computer operations and cause damage to
data and software

A weakness that can be exploited by a
threat

The internal review process of an
organization's security systems

The process of finding and patching
vulnerabilities

The exploitation of electronic voice
communication to obtain sensitive
information or to impersonate a known
source
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™ A private cloud environment that exists

b - . - - - - -
) ) within a shared public cloud, allowin el (AS yldia dale Aglavw JANS 2 5 Al dslavw Ady

Virtual Private Cloud (VPC) ¢ .. P . & . . y. o )
organizations to control and isolate their e s L) ga (A aSadil) Sl sall

resources

A security solution that provides protection . . L s . . L
\\a from vuInZerabiIities witl'lnoouta Ipin the G Gl Q8 A G Saad] s el o
AN PPIYINg S On 088 Latie a2 La LIS 5 o taill (el

Virtual Patch
t actual software patch, often used when
immediate patching is not possible

¢ A Euaadl) Gudai (Saall

Software that automatically compares

. existing common vulnerabilities and 8 3¢V 9 4d g aall dial) cul_all) s ¢ Uy grall
Vulnerability scanner . ) Te .
exposures against the technologies on the AuAl) e 33 g gall
network

A vulnerability in a virtualized environment
where an attacker can break out of a virtual
machine and gain access to the host system
or other virtual machines
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Virtual Machine Escape ﬁ
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Wireshark 7 An open-source network protocol analyzer Al e oS g g o Jeladl jaaal) da gida 312
ire

. .- . A security solution that monitors, filters . G e o .
Web Application Firewall , - ! y ! ! HTTP 4Sa caa g daduali g 48] ey a gy Al Ja

2 and blocks malicious HTTP traffic to and
WAF <~ u g el ¢ | 5_jlall
( ) g&f from a web application 3 Gs sl B
A cyberattack where attackers compromise  cusl) a8l ga (8l 530 ¢ ganlgall 48 a g8y g S A gaa
Watering Hole Attack websites frequently visited by their target in agilal Jal G Sia JS diaglh L g5 Al
order to infect them with malware Adl) e sl

A category of spear phishing attempts that . . . . . .
g0Ty Of spear prisning P b Ol penal) S Ciagy NiaY) apeall Cya §

Whaling \X \‘,) are alrne(? at high-ranking executives in an T3l
2 organization

Malicious code or behavior that’s used to

Web-based exploits take advantage of coding flaws in a web Gl ik B G il qugse Jaied Al s glu
application
Malware that can duplicate and spread itself DS LN g Ll ) S5 e 508 Al A

Worm | =% .

across systems on its own addiioial) JaNI ¢ 93 dalasY)
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<{/XSS>

XSS (Cross-Site Scripting)

Yield Curve Attack

YARA

(Yet Another Recursive Acronym)

Zero-Day Exploit ?©

Zombie Computer

Zero-Day Vulnerability H :l.:ll

A type of security vulnerability that allows
attackers to inject malicious scripts into
webpages viewed by other users, potentially
stealing data or hijacking sessions

A type of cyberattack that targets financial
institutions by manipulating the yield curve to
affect interest rates or bond prices

A tool used for identifying and classifying
malware samples by writing specific rules that
match patterns in files or memory

A technique used by attackers to exploit a
zero-day vulnerability before it is discovered
and patched by the vendor

A computer that has been compromised by a
hacker and is used to perform malicious tasks
without the owner's knowledge, typically part
of a botnet

A software vulnerability that is unknown to
the vendor and has no available patch, making
it highly exploitable by attackers
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Asymmetric encryption
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Digital Signatures
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End-to-End Encryption
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Security Patches
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Encryption Key Management
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Zero-Day Exploit

Glaatl) g L) all

@uﬂ%}ﬂ)@m.b&dmu;cs)ﬁ;g\ﬂ\.

A ye Al 3 POl ) ey jiuall 4 gy <l a8l xiu) o
LedBlaiuly Cpanleall reany Laa «clS 30 () shaall Ji (e 22
leadla) o of U

R i i) Ales 13a Canal) (ga cigandl) o

4004 pe gl ddg e e

”» —~
Jand) ALl
o sy s callaill of seali sl 8 Bapas dial 3408 (Bl oy @
Q)J}M\Moiﬂﬁﬂ\a& JMDPLQ_A\

Lo
dlaadl culaladiay)
aar o bl 48 g Aadai¥) B FAY () sealeal) dadding o

Leadla) 5 5_yxill ol 5y o) J8 3 )l el sl



AN

N\

References AHMED

Certificat Google

National Institute of Cybersécurité

Standards and Technology,

iational Cybersecurity Authori

NIST ISO/IEC Google EC-Council Recommendation
= NIST Cybersecurity =  |SO/IEC 27001 = Google Cybersecurity » CEH Certification - EC- ) und) e Al gl Al
Framework (CSF) Information Security Certificate Council il 5eS pal) anedll
. Management
= NIST Incident

Response Lifecycle

=  NIST Special
Publication 800-53

= NIST Guidelines on
Security and Privacy
Controls



https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://www.iso.org/standard/27001
https://www.iso.org/standard/27001
https://www.iso.org/standard/27001
https://www.coursera.org/professional-certificates/google-cybersecurity
https://www.coursera.org/professional-certificates/google-cybersecurity
https://www.eccouncil.org/train-certify/certified-ethical-hacker-ceh-v13/
https://www.eccouncil.org/train-certify/certified-ethical-hacker-ceh-v13/
https://www.coecyber.io/
https://nca.gov.sa/en/
http://www.linkedin.com/in/ahmed-mashhour1
https://github.com/AhmMashhour
mailto:ahm.mashhour@gmail.com
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